NETSCOUT

AirCheck G2 Wireless Tester

There are many variables that lead to Wi-Fi complaints, ranging from network based problems
and configuration issues to environmental or client device misconfigurations. Collecting all the

HIGHLIGHTS key pieces of information the very first time is key to every front-line IT responder to resolve any
Wi-Fi is a complex technology, but testing complaint. AirCheck G2 simplifies wireless troubleshooting by providing:

it doesn't have to be. AirCheck™ G2 o ) o )

Wireless tester is purpose built for the + Arugged, purpose-built wireless tester supporting the latest Wi-Fi technologies

front-line IT responders dispatched to the (802.11a/b/g/n/ac) that's easy to use and easy to carry

complaints of: A one-button AutoTest, which quickly provides a pass/fail indication of the wireless

The WiFi is not working or the Internet environment and identifies common problems - for any level of Wi-Fi expertise

is down -+ An instant view of test results including network availability, connectivity, utilization, rogue

Provides fast, simple, and accurate devices, and interference detection

isolation and troubleshooting A centralized test results management platform, Link-Live, that facilitates greater job visibility,

Reduces the time to resolution of project control and fleet management for larger distributed environments
wireless issues

The intuitive user interface and management platform provides actionable intelligence to not only
remove the complexity of wireless troubleshooting but also helps speed up closure of the trouble
ticket. The cost of not getting the job done right the first time, leading to an escalation team visit,
leads to ineffective usage of the escalation team efforts & end-user dissatisfaction due to slow
problem-solving response time. AirCheck G2 provides front-line IT with complete & accurate
wireless information to solve problems right the first time, instead of blindly escalating them.

——— Overview

HETEONE ARCHECH 2 AirCheck G2 integrates all Wi-Fi technologies plus interference detection, channel scanning, and

connectivity tests. The one-button AutoTest and instant access to detailed information provides

Default fast troubleshooting for the most common Wi-Fi pain points, including:

Home

Networks (51) + Coverage problems

Overloaded networks or channels
Channels

Channel interference

Access Paints (49)

Connectivity problems

Clients (4) + Failed access points

Rogue access points
AutoTest

Client problems
Ethernet Test
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Features Benefits
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AirCheck G2 Test Examples

Default

{ | AutoTest

Air Quality
| mstvmmin ]
Channel 6 18.0% o
Channel 2 12.0%
Channel 1 100% « |
Channel 36 120%
Channel 153 7.0%
Channel 60 50%

Co-Channel Interference

Figure 1: AutoTest Ul.

AutoTest

Performs the following four essential
Wi-Fi tests and a pass/fail indication of
the wireless environment and identifies
common problems - for any level of
expertise.

| DATA SHEET | AirCheck G2 Wireless Tester

Default Default [Tk
< | Networks (54) < | Access Points (58) f.} [y
2|ugt|:al Strength g:]glr:al Strength \l/ Filter

Alpha24 TRENDn:af:1e:32
32 =1 SNR: 52dB 34 "3 SNR: 53dB  Channel: 6
CRIS24 Lnksys:92:a9:dé6
@ 0 =1 SNR: 48 dB 589  SNR: 48dB  Channel: 161
EA6500_TAC_24g Lnksys:92:a9:d7
@ g =1 SNR: 46 dB 39 [ SNR: 48dB  Channel: 3
TAC-WPA2-Test Lnksys:92:a9:d9
38 =1 SNR: 46 dB 539 ) SNR: 49dB  Channel: 3
[Hidden - Lnksys:92:a9:d9] TRENDn:af:1e:28
N ] SNR: 46 dB 39 B SNR 49dB  Channel: 6
EA6500_TAC_5g TPLink:31:99:9a
N ] SNR: 48 dB 43 B} SNR: 45dB  Channel: 6
Snackers_CO0_2.4G Cisco1130-1Nort
146 o 1 SNR: 38 dB @5 ) SnNR: 41dB  Channel: 11
snackers-DIJMcD AsusTk:75:93:c0
V' [ | T L]
@ =l @ =l

Figure 2: Networks Ul.

Networks

Find security issues, rogue APs and coverage
problems and view a list of all wireless
networks heard by AirCheck G2. Instantly
see the following for each network:

- Signal level

+ Security / encryption
Number of APs in network

+ SSID name

- Type of network

Figure 3: Access Points Ul.

Access Points

Find configuration and coverage problems
as well as rogue APs. View a list of all
physical APs heard by AirCheck G2 or clients
connected to a specific AP, and see the
following:

+ Channel
+ Signal level
- AP name or MAC address

+ SSID name (or count of SSIDs for
virtual APs)

Security / encryption

- Type of network
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| DATA SHEET | AirCheck G2 Wireless Tester

Default i Default o Default
{ | channels Utilization ? | tocete TRENDN 10128 n? { | clients (18)
2.4GHz 60211 I Non 80211 [ BSSID TRENDn:af:1e:28 VAC Address Fiter
5 1)1 9 5 Apple:43:0e:d5
$ EELEEE B 98 [ Channel: 36 AP: Meru:02:1c:47
[
: : $ Apple:aa:6c:4b
[ ] [T | [ T——— 80 92 [ channel: 36 AP: Meru:02:1c:47
1 2 3 4 5 6 7 8 9 10 11 12 13 14 _90-'\
l Apple:d1:32:57
5 GHz -100 :-_?E H Channel: 100 AP: Cisco1130-1Nort
7 L 5 5 AENEAET Signal Strength (dBm)
Apple:d4:95:cc
: 0 4| 5 Channel: 100 AP: Cisco1130-1Nort
* [ 4 *
L [ ] [ 1
2 e 3 b o " Fluke:c2:23:b7
— | 2!2 -50 SR Y, W .
gg 040 33 44 45 48 52 56 €0 64 100104108 U ‘ #2 [ Channcl: 6  AP: C1252-Kitchen
7 T 7 -100 HonHai:f3:3b:7d
Signal Strength: [ -57 dBm 59 ) Channel: 36 AP: lap-cos-us-fik-
Intel:17:ef:30
[
s 66 "y channel: 36 AP: lap-cos-us-flk-
- »
112 116 120 124 128 132 136 140 144 149 153 157 161 165 Intel:19:57:0d
~ ™ N T
9 = 9 =
Figure 4: Channel Utilization UI. Figure 5: Locate Ul. Figure 6: Connected Clients Ul.
Channel Usage Locate Access Points and Clients Client Details
Quickly determine if channels are Track down rogue and other APs or clients Quickly identify AP configuration problems.
overloaded due to Wi-Fi traffic (displayed by graphing the signal strength over time, View the following information for each
in blue) or interference (displayed in gray). or by using an audible indication which can physical AP:
Verify channel-usage pattern or overlap and be muted.
flag illegal use of channels. * Signal-to-noise ratio

SSID and BSSID
With AirCheck G2, you can also detect the

presence of interference. Devices that can
cause interference include microwave ovens,
cordless phones and headsets, Bluetooth®
devices, and analog video cameras.

+ ACL status, security and encryption

Drill in further to see the level of Wi-Fi traffic
and interference over the last 60 seconds
on a selected channel, as well as the access
points using this channel.

Signal level
Security / encryption
Number of APs in network

SSID name
+ Type of network
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Default i

< Connect to TAC-WPA2-Test ﬁ} ?
SSID TAC-WPA2-Test
BSSID ca:d7:19:92:29:d8
Link Uptime 0:00:23

Find DNS 2

Roaming
Test

Default
< Ethernet Test

COS_DEV_SW1.fnet.eng

Restart DHCP Log IEI

| DATA SHEET | AirCheck G2 Wireless Tester

Figure 7: Connect to SSID Ul. Figure 8: Ethernet Test Ul.

Connect Ethernet Tests
Verify network availability and access by Allows for Wi-Fi AP backhaul and wiring
connecting to a network (SSID) or specified verification.

AP using three simple steps:

+ Associate with AP
Request IP address from DHCP server

PING gateway, DHCP server and user-
defined addresses

+ TCP port connectivity

View the process steps on the display and
store them in a log for troubleshooting.
Quickly test performance and quality of
the connection by using the continuous
ping response, loss-rate, and connection-
range features.

Diagnose and test Power over Ethernet
(POE), Link to the switch, DHCP, Gateway,
and Internet connection

+ Get VLAN, switch name, and port

information via CDP/LLDP/EDP for your
managed switches

+ Automated reporting to Link-Live Cloud

Service

- Get detailed test results sent directly to

your email
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| DATA SHEET | AirCheck G2 Wireless Tester

Result Management Options

& view Folder +  [All Results] (3
Results  Summary | Details | Period: 1d  7d  30d 1y | Al | Ending 02252016 £ Shews © ©A4 Al Q| Enter search tem or click field in tsble | %
Time Test PoE Aink Access | Jonce [ Gateway Swww n
Fab 25,16 QName: Shamree Howard's AirCheckGZ 15 PHY Data Rate: 45 SSID: Ciacod400 1P: 10.250.9.225 IP:10.250.8.1 URL: wrivw.google comPING
15'_""3’_‘5‘%?". MAC: 000017-350086 Retry Rate: 0 AP Name: Cizco 1301 Nart Server: 1025082 PING (ms): 18,7,7 1P 216,58 217 36
o Device: AirCheckG2 Signal (dBim:-52 BSSID: 0017 0F 7 5600 Subnet: 255 255, 2540 Public IP: 74202 20 743 Time (ms): 11, 10,13
Test Type: wireless Noise (dBm): -06 Channel: 11 DMS1:10.250.1.221 I5
AutnTest: 427462064 beda-1125-0440-854 24bh0= SNR (dB) 42 BO2.11 Types:bg DMST PING (msp 11,1
e [0 DNS2:120.196.196.25
DNS2 PING (me):— - ~
Comments &
Feb 25,16 Name: Shamree Howar'e ArCheckG2 v Spaed: 1000 Name: COS_DEV_SW1.inet.eng 1P;10.250.1.151 IP: 10.250.0.1 URL: wrrvwe goog e comPING
i MAC: 00C017-350086 Ady Speed: 10/10071000 Model: cisza W3-C37500-48P3 Server: 1025002 PING (ms): 21,3,2 19:216.58217 36
o Device: AirCheckG2 Duple: FOX IP/MAC: 10 25002 Public IP: 74202 20 743 Time (me): 5,3, 3
Test Type: stheret Ay Duplex; HDX/FDX Port: BigabitEthernet] 0/38 [
Images: [ & VLAN: 500
Comments: Meeting Room: Colorada| | #
Feh 25,16 Name: Shamree Howard's AirCheckG2 PHY Data Rate 48 SSID- Cisendd0l 1P:10.2509 225 IP-10.25081
Thurstoy MAG: 00CO7-350086 Retry Rate: 2 AP Name: Ciscol 130-1Nort Server; 1025082 PING (ms): 11.67.3
Device: AiCheckG2 Signal (dBim): 49 BSSID: 00:17.0.£7.56:00 Subnet: 235.255.254.0
Test Type: virsiess Naise (d0m): 06 Channel: 11 DHS1:102501.221 i
[—— ENR (d8): 47 BOZ.11 Typesibg DNS1 PING (ma)i 1,1, 1
. DMS2:129.196.196.25
Comments: | # DHS2 PING (s - —
Sep 25,15 Name: Shamree’s LinkSprnter 300 v Spaed: 100 Name: NETGEAR ProSate Main 1P;192.168.0.100 P: 192.166.0.1 URL: wrrvwr goog e com B0
f;‘!’;{,mm MAC: 00C017-523713 Ak Speed: 10/100 Type: LLOP Server: 192.1680.1 PING (ms}: 1, 2,1 1P:74.125227.710
Devices LinkSprmter Duplea: FOx Model: Netgear Gigobit Smort Switch Subnet: 255 255 2550 Public IP: 107 77 100 125 Time (ms): 39, 350, 98
Folder: Spiceworld Adv Duplex: HDx/FDx IP/MAC: 192.163.000.167 DNS: 192.168.0.1 I
Images: & RX Paie: 12 Port- g1 Switch Part 1
Polarity: Normal
Comments: Spiceword| | #
8ep 25,115 Mamme: Shamee's LinkSprinter 200 A7 Speed: 1000 Mame: Test Drive Switch 11821680137 IP: 10216801 URL: v google com:B0
fgf’;{mm MAG: 00C017-52094E Adv Speed: 10/100/1000 Type: LLOP Server; 192.158.0.1 PING (ms): 1,1.1 IP:173.194.121.18
Device: LinkSprntsr Duplex: Fx Model: Netgear Gigabit Smart Swich ‘Subnet: 235.255.255.0 Public IP: 107.77.100.125 Time (ms): 26, 13195
Folder: Spicewerkd Ak Duplex: HDw/FDx 1P/MAC: 192.168.000 153 DHS: 16216801 B
Imoges: |3 RX Pair: 4l Port: g5.T0 Port 5
Palarity: Normal
Comments: Spicewarid] | &
Sep 25,15 Name: Shamree’s LinkSprnter 300 v Speed: 100 Name: NETGEAR ProSate Main 1P:192.168.0.100 1P:192 168 0.1 URL: v google.comBl
f’;‘gqum MAC: 00C017-523713 Adv Spaed: 10/100 Type: LLOP Server. 192.168.0.1 PING (me): 1,1,1 1P: 216.56.218.100
Device: LinkGprater Duplex: Fx Model: Netgear Gigabit Smert Suitch Subnel: 255 2652550 Public IP:107.77.100.125 Time (ma): 291,100, 275
Adv Duplex: HDx/FDx 1P/WAC: 192.168.000 167 OS2 15216801 B
RX Pair: 36 Pert: g1, Switch Port 1 -
Page 1 PDF sV Dipiaying 1-2001284 1 selectea Resuns: & Movcto - Deiee

Figure 9: Link-Live Dashboard.

Link-Live Cloud Service

Once the AirCheck G2 is connected to the Link-Live Cloud service, basic network connectivity test
results are automatically uploaded to the dashboard for project management and reporting. This
internet-hosted service is available from anywhere at any time using any device with a browser
and internet connection. It is especially useful for managers of remote teams that need visibility to
test results instantly. In addition, teams that utilize the wired only companions to the AirCheck G2
such as the LinkSprinter, or LinkRunner have a single dashboard system to manage results from
network connectivity tests.
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| DATA SHEET | AirCheck G2 Wireless Tester
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Figure 10: AirCheck G2 Manager Dashboards.

AirCheck G2 Manager Software

The AirCheck G2 Manager Software provides the ability to manage AirCheck G2 profiles and view
detailed information on saved tests results. The AirMagnet Manager is free and available for
download to any computer from the Link-Live Cloud Service.

Profiles

Easily configure, manage, and control the use of your AirCheck G2 - or an entire fleet of them -
with the Profiles feature, which allows configuration of security settings, AutoTest limits, and target
devices for connectivity. Name and transfer multiple profiles into AirCheck G2, as needed for
different facilities. Profiles are password protected, eliminating worry about unauthorized access to
your network if your AirCheck G2 is lost or stolen.

Record Sessions

You can easily view detailed information about networks, access points, channels, or clients on the
AirCheck G2 Manager Software by viewing a saved session file. The session files will capture details
including AirCheck G2 configuration, AutoTest results, lists of AP's / clients and channel usage.
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| DATA SHEET | AirCheck G2 Wireless Tester

Technical Specifications

General Specifications

Environmental Specifications

Wireless Specifications
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| DATA SHEET | AirCheck G2 Wireless Tester

Wi-Fi Antennas

[1] External antenna port is receive-only (no transmit).

AirCheck Manager Software
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Product Description
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| DATA SHEET | AirCheck G2 Wireless Tester

()
1)
=
()
Q
>
0
Q
o
()
o
3
©
Q
2
o
(0]

Additional South Korean EMC Standards Information

Electromagnetic Compatibility. Applies to use in Korea only. Class A Equipment (Industrial Broadcasting & Communications Equipment)

[1] This product meets requirements for industrial (Class A) electromagnetic wave equipment and the seller or user should take notice of it.
This equipment is intended for use in business environments and is not to be used in homes.

N E TS CO U T Americas East Americas West Asia Pacific Europe
® 310 Littleton Road 178 E. Tasman Drive 17F/B One Canada Square

Westford, MA 01886-4105 San Jose, CA 95134 No. 167 Tun Hwa N. Road 29th floor, Canary Wharf
Phone: 978-614-4000 Phone: 408-571-5000 Taipei 105, Taiwan London E14 5DY, United Kingdom
Toll Free: 800-357-7666 Phone: +886 2 2717 1999 Phone: +44 207 712 1672

NETSCOUT offers sales, support, and services in over 32 countries.

or more information, please visi , INC. All rights reserved. , nGenius, InfiniStream, Sniffer, nGeniusONE, ASI, Adaptive Service Intelligence and the logo are registered or
F f ti , p| t © 2016 NETSCOUT SYSTEMS, INC. Al right d. NETSCOUT, nG InfiniSt Sniffer, nGe ONE, ASI, Ad St Intell d the NETSCOUT | d
enterprise netscout.com or pending trademarks of NETSCOUT SYSTEMS, INC. and/or its affiliates in the United States and/or other countries ("NETSCOUT"). All other brands and product names and registered and

unregistered trademarks are the sole property of their respective owners. Use of this product is subject to the NETSCOUT SYSTEMS, INC. (‘NETSCOUT") End User License Agreement that
contact NETSCOUT at 800-309-4804 accompanies the product at the time of shipment or, if applicable, the legal agreement executed by and between NETSCOUT and the authorized end user of this product (“Agreement”).
or +1 978-614-4000 NETSCOUT reserves the right, at its sole discretion, to make changes at any time in its technical information, specifications, service, and support programs.
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